80 Mbits Internet Service for 6 months

The connection between Internet Service Provider (ISP) and the Embassy must comply with the
following technical specifications and requirements:

12 Dedicated /28 subnet, static Public IP addresses for VPN equipment, network mask,
and default gateway IP address.

Bandwidth 80Mbit/s

ISP interface connectors: RJ-45 with 10/100BaseT interface.

ISP availability: "Always on".

ISP connection must NOT use Network Address Translation (NAT).

ISP must permit all IP protocols (including but not limited to UDP, TCP, and IPSEC) to
transit without filters or proxies. Unfiltered access to the Internet is required without ISP
firewall blocking.

ISP must permit installation of Embassy VPN encryption devices on circuit.

ISP must permit ping and trace route traffic from specified IP addresses to the ISP
connection (RJ-45 10/100BaseT router interface which terminates Embassy VPN
encryption device).

Dedicated (not shared or bundled) Internet connection.



Yecayra Ha noak/rodenne K cetu UatepHer co ckopocthio 80 MonT/c Ha 6 MecsineB

[Moxxmouenue mexay Uateprer cepsuc npoaitnepoM (ISP) u [ToconscTBOM M0MTKHO
COOTBETCTBOBATH CJIEIYIOUIMM TEXHUYECKUM ClleU(UKALUIM U TPeOOBAHUSIM:

e Brigenennas /28 moncets, 12 cratudeckux myonuunbix IP anpecos mist VPN
obopynoBaHusi, Macka mojcetd, u IP agpec nuiro3a mo ymMoa4aHuio.

e [Ipomycknas monoca 80 Mour/c

e Uurepodeiic noaxmouenus ISP: RJ-45 10/100BaseT.

e JlocrynmHocts ISP: "Bceerna BritodeHo".

e ISP coenuueHme He TOKHO MCIIOIB30BaTh «IIpeoOpa3zoBaHue ceTeBhIX aapecoBy (NAT).

e ISP nomxkeHn pa3pemuTs mpoxoxaeHue Bcex IP mpoTokomnoB (Bkiro4Yas, HO HE
orpannuuBasice UDP, TCP, u IPSEC) 6e3 ucnonszoBanust GuiabTpoB U MPOKCH.
Tpebyercst HepmnbTpyeMbIit 1ocTyn K MHTEpHETY 0€3 OJIOKUPOBOK HA MEKCETEBOM
akpane ISP.

e |SP nomxken paspemnts ycraHoBKy obopynoBanus mmdposanus VPN Iloconbcrsa.

e ISP nomxken pasperiuth Ping u trace route rpadduk ¢ ykazanusix IP agpecos k ISP
noakmodenuio (RJ-45 10/100BaseT unrepdeiic poyrepa, MOIKITIOYCHHBIN K
obopynoBanus mudposanus VPN IloconbcTsa).

e Brigenennoe (He pa3zziensieMoe WK MaKeTHOE) MoAKItoueHue Kk MaTepHer.



Alty (6) ay mohlet bilen 80mBit/s tizligi bolan Internet birikdirme hyzmaty

Internet hyzmatyny iipjiin edyan kiarhana-prowayder (ISP) bilen Il¢ihananyn arasyndaky Internet
birikdirmesi asakdaky spesifikasiya we talaplara layyk gelmelidir:

e VPN enjamlary iigin boliinip berlen /28 tor (podset), 12 statik acyk IP salgylary, tor
(podset) maskasy, hem-de defolt slyiizyn IP salgysy.

e Goyberijilik zolagy:80 mBit/s.

e Kirhana-prowayderin (ISP) birikdirme interfeysy: RJ-45 10/100BaseT.

e Kiérhana-prowayderin (ISP) elyeterliligi: «Hemise birikdirlen».

e Kairhana-prowayderin (ISP) birikdirmesi «tor salgylarynyn 6zgertmesini» (NAT)
ulanmaly déldir.

e Kirhana-prowayder (ISP) filtr we proksi ulanmazdan &hli IP protokollarynyn ge¢gmegine
rugsat bermeli (sol sanda, ¢iklendirmesiz UDP, TCP, we IPSEC). Kérhana-prowayderin
(ISP) tor-ara ekranynda bloklanmazdan Internet filtrsyz elyeterli bolmaly.

e Kiérhana-prowayder (ISP) Il¢gihananyn VPN sifrleme enjamyny gurnamaga rugsat
bermeli.

e Kirhana-prowayder (ISP) gorkezilen IP salgylaryndan ISP birikdirmesine «ping» we
«trace» route trafigine rugsat bermeli (Ilgihananynn VPN sifrleme enjamyna birikdirlen
RJ-45 10/100BaseT router interfeysi).

¢ Internete boliinip berlen (paylasylyan umumy ya paket dél) birikdirme.



